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1	Decision/action requested
Approve the solution added to TR33.740
2	References
[1]	3GPP TR 23.700-33 "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 2"
[2]	3GPP TR 33.740 "Study on security aspects of Proximity Based Services (ProSe) in 5G System (5GS) phase 2"
3	Rationale
The contribution proposes the solution for KI on security aspects for path switching between two indirect network communication paths on UE-to-Network Relaying (KI#2 of TR 23.700-33).
All content in the change part is new.
4	Detailed proposal
***************  Start of 1st change  ************
[bookmark: scope][bookmark: _Toc112749609][bookmark: _Toc116991444][bookmark: _Toc116991879][bookmark: _Toc117235928]6.x	Solution #1: Select target relay with consistent security policies for path switching between two indirect network communication paths
[bookmark: _Toc112749610][bookmark: _Toc116991445][bookmark: _Toc116991880][bookmark: _Toc117235929]6.x.1	Introduction
This solution addresses Key Issue #x: security consideration for path switching between two indirect network communication paths for UE-to-Network Relaying.  
In this solution, the 5G ProSe remote UE compares the security policies of original RSC and target RSC before making path switch decision.  The security policies include UP security policies of PC5 link and UP security policies of PDU session of a relay or the remote UE.
[bookmark: _Toc112749611][bookmark: _Toc116991446][bookmark: _Toc116991881][bookmark: _Toc117235930]6.x.2	Solution details


Figure 6.x.2-1 workflow to select target relay with consistent security policies during path switching

0a: Together with other attributes, security policies of RSCs are provisioned to a ProSe remote UE, which includes security policies for the  PC5 link and  UP security policies of PDU sessions for the relay service.
0b:  Before authorizing a RSC to a ProSe U2N relay, the PCF for the relay UE gets UP security policies from subscription data of the relay UE, based on S-NSSAI+DNN combination associated to the RSC.
0c:  The PCF for the relay UE compares the UP security policies received from UDM with UP security policies configured for the RSC, if they are matched, the PCF authorize the RSC to the U2N relay if other conditions are also satisfied. Otherwise, the RSC is not authorized to the U2N relay as it cannot satisfy the security requirement defined in the RSC.
0d: Together with other attributes, security policies of RSCs are provisioned to a U2N relay, which including security policies of  PC5 and  UP security policies of PDU sessions for the relay service.
0e: E2E security link is built for the remote UE to send traffic to DN via a U2N relay (e.g. relay 1). That means the remote UE has knowledge of current RSC (RSC-o), security policies associated to the RSC-o, current U2N relay (relay 1) and security algorithms used to protect the PC5.
0f: Path switching triggered as described in TR 23.700-33.
1: The remote UE selects new RSCs based on reselection rules defined in TR 23.700-33 (e.g. URSP, application rules, etc., as described TR 23.700-33) and security policies of the RSCs. The current RSC may be also selected.
2: The remote UE sends discovery key request to its HPLMN with one of selected RSCs from step 1. The request includes security capability of the remote UE ( instead of sending all supported crypto algorithms, UE may only send the same or compatible crypto algorithm(s) used to protect the current PC5 path), the selected RSC (RSC-n, it may be same to RSC-o), and other parameters if need. 
3: After received request, HPLMN of remote UE (HPLMN-s) may authorize the selected RSC (RSC-n), then sends relay discovery key request to a target HPLMN (HPLMN-t), including security capability of remote UE and selected RSC (RSC-n). 
4-5: After received successful relay discovery key response from the HPLMN-t, which including security parameters, choose algorithms for PC5 protection, security policies of RSC-n (it covered security policies of  PC5 and  UP security policies of PDU sessions for relay), the HPLMN-s forwards the information from HPLMN-t to the remote UE through discovery key response.
6: After received discovery key response, the remote UE may overwrite security policies of the RSC-n if the policies are included in the discovery key response. The remote UE compares the security policies of the RSC-n with the security policies of the RSC-o, if they're matched, the UE  stores security parameters, security policies, algorithms for PC5 protection, associated to the RSC-n. Otherwise the remote UE tries to switch to different U2N relay which has compatible security policies and capabilities. 
7-9: The remote UE starts discovering/monitoring a U2N relay announcing the RSC-n over PC5 interface with the parameters stored in step 6, and selects the new U2N relay (relay 2) for communication.
[bookmark: _Toc116991447][bookmark: _Toc116991882][bookmark: _Toc117235931]6.x.3	Evaluation
TBD

*************    End of the changes	*********
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